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Please note that this notice is an additional supplement to the general Privacy 
Notice. To understand what data we collect and our processing activities, 
please read both https://cube-cloud.com/legal/privacy/ and this supplement.

This supplement applies to information collected on the Cube Platform, 
sometimes called just "Cube", "the platform" or "the services". Cube is 
operated by Ambassadors Lab BV, a company head-quartered in Amsterdam, 
The Netherlands ("we", "us", or "our"). We are the processor of the (personal) 
data commissioned through the platform, unless otherwise stated. The 
platform is available at https://app.cube-cloud.com or customer specific sub-
domains. 

What data do we collect about you?
We collect these kinds of information:

Data you provide to us directly
When you register for an Account, we will ask for your personal information, 
including:

Name

Company name
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Email Address

Password

In the course of using the platform, you may, at your sole discretion, submit 
(personal) data for processing, such as but not limited to: 

data about people (co-workers, talent, clients, other data subjects)

video / image / audio files containing physical traits identifying people

Information we collect automatically 
We may collect information about your platform usage and diagnostic 
information, how you use our platform, the type of device and browser you 
use and the times you access the platform.

How we use information
We may use the information we collect for a range of reasons, including:

rendering the services you tasked Cube to perform;

to provide, operate, optimize and maintain the platform;

to provide you with the services that you have requested;

to meet legal, regulatory and compliance requirements;

to respond to your online inquiries and requests, and to provide you with 
information and access to resources or services that you have requested 
from us;

to investigate any complaints about the platform.

We will only use the information for the purposes for which we have your 
consent, or in reliance on our legitimate interests.

How we share information
We may use the services of third party service providers to help us in certain 
areas. In some cases the third party may receive your information. 

If you use our services as part of a business, group, the administrator may 
be able to access and control your account and your files. Refer to your 
organization's internal policies for more information.
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We may also disclose your personal information or your files to third 
parties: (a) where required by law or regulatory requirement, court order 
or other judicial authorization, (b) in response to lawful requests by public 
authorities, including for the purposes of meeting national security and law 
enforcement requirements; (c) in connection with the sale, transfer, merger, 
bankruptcy, restructuring or other reorganization of a business; (d) to 
protect or defend our rights, interests or property, or that of third parties; 
(e) to investigate any wrongdoing in connection to the platform and 
services; and (f) to protect the vital interests of an individual.

Certain features in our services give you the ability to share your personal 
information and your files with other people. Refer to your organization's 
internal policies for more information.

To vendors and other third-party service providers who require access to 
your personal information to assist in providing and improving our 
products and services:

Sentry 
We use Sentry for collecting error reports and send us alerts when 
something goes wrong. The data that we send is anonymized. 

YouTube API Services
You may permit us to upload videos to your YouTube channel. To do 
this we process: the email address you sign in with to YouTube; tokens 
required to authenticate to the YouTube API Services; information on 
channels. Please refer to https://www.youtube.com/t/terms, 
https://policies.google.com/privacy and 
https://policies.google.com/privacy for terms of use and privacy 
notices. This data is only used to upload video's to your YouTube 
channels and will not be shared with third parties.  
If at any time you want to revoke our access, please go to 
https://security.google.com/settings/security/permissions.

Facebook 
You may permit us to upload videos to an Ad Account you have 
access to on Facebook. To do this, we process: the email address you 
sign in with to Facebook; tokens required to authenticate to Facebook; 
information on Ad Accounts. Please refer to 
https://www.facebook.com/policies/ads/ and 
https://www.facebook.com/legal/terms and 

https://www.youtube.com/t/terms
https://policies.google.com/privacy
https://policies.google.com/privacy
https://security.google.com/settings/security/permissions
https://www.facebook.com/policies/ads/#
https://www.facebook.com/legal/terms
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https://www.facebook.com/about/privacy 
You can revoke our access at any time.

Backblaze 
We use B2 Cloud Storage to back up all commissioned data. The data 
is encrypted before leaving the platform. Please refer to 
https://www.backblaze.com/company/privacy.html for Backblaze's 
privacy notice.

Other third parties 
You may instruct Cube to provide access, transfer or otherwise share 
data to third parties. These may include:

Clients or other people you give access to files

Broadcast stations and media distribution partners to which you 
transfer TV commercials.

Cookies and Web Beacons
Cube uses the following types of cookies:

Essential: These cookies are essential to keep the website secure and to 
make sure you are who you say you are. We also use these to keep track 
of your cookie preferences. They always need to be on for this website to 
work.

Functional: These cookies are used to maintain your logged in session, 
even if you close the browser. An example of this is the "remember me" 
button on the login page, but we also use these for things like resumable 
uploads. You can disable them, but you will have to log in every time you 
reload the site.

Analytical: These cookies measure how you use the website. It allows us to 
learn from this information to help improve your experience. Disabling 
these will not affect how the site works, but we won't be able to fine tune 
our software design towards your use.

For more information, please read https://app.cube-
cloud.com/legal/policies/cookie-statement

Retention of data

https://www.facebook.com/about/privacy
https://www.backblaze.com/company/privacy.html
https://app.cube-cloud.com/legal/policies/cookie-statement
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We retain your information where we have an ongoing legitimate business or 
legal need to do so. When we have no need to process your information, we 
will either delete or anonymize it. You can also request for us to delete your 
data at any time. Reasons we might retain some data for longer periods of 
time include:

Security, fraud and abuse prevention;

Financial record-keeping;

Complying with legal or regulatory requirements;

Ensuring the continuity of our services; and

Direct communications with Cube.

Security
We take the security of your information seriously. We have implemented 
appropriate measures to prevent misuse, loss and theft, unauthorized access, 
involuntary disclosure or changes. No method of transmission over the 
Internet, or method of electronic storage, is 100% secure. If you have 
questions about the security of your information, contact us by sending an 
email to privacy@cube-cloud.com.

How can you contact us?
If you have any questions or concerns about this notice or your information, 
email us at privacy@cube-cloud.com.

mailto:support@cube-cloud.com
mailto:privacy@cube-cloud.com

